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Mixtures of detection, avoidance, and prevention 
provide more effective and practical solutions to the 
deadlock problem than any one of these alone. The 
individual techniques can be tailored for subproblems of 
resource allocation and still operate together to prevent 
deadlocks. This paper presents a method, based on the 
concept of the hierarchical operating system, for 
constructing appropriate mixtures and suggests 
appropriate subsystems for the most frequently 
occurring resource allocation problems 
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Introduction 

A d e a d l o c k  occurs  in an opera t ing  system when each  
of  several  processes  ho lds  some o f  the  sys tem's  re- 
sources  and  canno t  p roceed  unt i l  i t  gets resources  al- 
r eady  ass igned to  the  others.  F o r  example ,  there  migh t  
be two processes,  each ho ld ing  ha l f  the  sys tem's  
m e m o r y  and  each needing  to  use two- th i rds .  Even i f  
the processes  are  ind iv idua l ly  correc t  and  would  run  to  
comple t i on  in the  absence  of  the  others,  the  combina -  
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tion of processes creates a permanent stoppage of system 
processing. 

Current work on the deadlock problem has been 
ably surveyed by Coffman, Elphick, and Shoshani [1]. 
Adopting their terminology, we have three basic ap- 
proaches: detection, avoidance, and prevention. None 
of  these alone is appropriate for the entire spectrum of 
resource allocation problems encountered in operating 
systems. This paper presents a method for combining the 
basic approaches and thus allowing the selection of the 
optimal one for each class of resources in a system. The 
method is based on the hierarchical structure of operat- 
ing systems, which manifests itself in resource ordering. 

The discussion is organized as follows. After an 
initial section defining terms and stating assumptions, 
the three basic approaches and their limitations are dis- 
cussed. Then the mixed technique is defined, an infor- 
mal proof of validity is given, and finally an example of 
an appropriate mixture is presented. 

Definitions and Assumptions 

In considering the deadlock problem we are in- 
terested only in the allocation of resources to processes. 
Thus we ignore much programming detail and consider 
a process to be simply a sequence of requests and re- 
leases of resources. Processes are dynamic in the sense 
that one process may create another. Processes may 
intercommunicate, using messages which are them- 
selves resources created by the sending processes and 
consumed by the receiving processes. In this case a 
process which is expected to create a message must be 
treated as if it were holding the resource. 

It is important to note that the only reason a process 
is blocked is that it is waiting for a resource. This as- 
sumption is made to separate deadlock considerations 
from other system errors such as infinite loops in an 
individual process. It is assumed tha t i f  a process is given 
its resources then it will finish and release them in a 
finite number of steps. System stoppages due to the 
failure of an individual process are not considered to be 
deadlocks. Potentially faulty processes such as user jobs 
may be dealt with by the imposition of time limits and 
forced termination. 

Some resources, such as main memory, come in 
groups of functionally identical units. The transac- 
tions (requests and releases) for these resources must 
specify a quantity. It is assumed that no process re- 
quests a larger total quantity than exists in the system. 

Finally, it should be noted that even in the absence 
of a deadlock, some process may be blocked for an in- 
definitely long time. For example, if priority scheduling 
is used, then a low-priority process may be permanently 
locked out by an oversupply of high-priority processes 
competing for the same resource [6]. This is a funda- 
mental characteristic of priority scheduling and is not a 
deadlock. 

Preemption 
Properly speaking, preemption is only part of a solu- 

tion to the deadlock problem. Since it occurs in both 
detection and prevention strategies, it merits separate 
discussion. Preemption is the capture of a resource from 
a process without action by the process. Since the 
process presumably still needs the resource, it cannot 
continue. Rather it must be abandoned, restarted from 
the beginning, or forced to rerequest and thus wait for 
the preempted resource. 

Both abandonment and restarting imply the loss of 
the time spent by the process before the preemption oc- 
curred. Thus these forms of preemption are inherently 
wasteful, and can be used only when they are not ex- 
pected to occur often. A more severe problem is that the 
preempted resource may be a memory device containing 
valuable data which has been partially rewritten. 
Abandonment implies the loss of such data, and re- 
starting implies the necessity for reconstructing the 
original memory state, which may be extremely costly 
if possible at all. 

Resumption, on the other hand, does not lose proc- 
essing time already expended. If  the preempted resource 
has memory, then its contents must be protected from 
alteration until the process recovers the resource. This 
is usually done by saving the contents in some backup 
storage (another resource to be included in the deadlock 
analysis) and reloading them before continuing the 
process. Typical examples are: (1) swapping, in which 
the preempted resource is main memory and the backup 
is a drum or other mass storage; and (2) epu interrupts, 
in which the preempted resource is the cpu and the 
backup is the core memory used to save the processor 
status and registers. Resumption is useful only when the 
information to be saved is well defined and the over- 
head needed to save and restore it is acceptably small 
relative to the frequency with which preemptions occur. 

Three Basic Approaches 

Detection 
Detection is the periodic use of an algorithm which 

inspects the current resource allocations and outstand- 
ing (unsatisfied) requests, to produce an indication of 
whether a deadlock currently exists and, if so, what 
processes and resources are involved. Such algorithms 
are described by Holt [2] and Shoshani and Coffman [3]. 

Detection of a deadlock does not solve it. Rather, if 
a deadlock is found, the system must break it by pre- 
empting some of the resources involved in the deadlock. 
Thus detection involves not only the overhead of the de- 
tection algorithm but also the losses inherent in pre- 
emption. It is useful primarily when a resumption 
mechanism such as swapping is already present in the 
system. It is difficult to apply to resources such as tape 
drives, for which preemption involves possibly unac- 
ceptable overhead. 
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A second problem with detection is that it takes no 
action until a deadlock actually occurs. This may well 
mean that a blocked process will hold a resource for a 
long period of  time without being able to use it. On the 
other hand, preemptions are minimized since only the 
absolutely necessary ones occur. 

Avoidance 
An avoidance algorithm projects detection into the 

future in order to keep the system from committing itself 
to an allocation which will eventually lead to a dead- 
lock. Habermann's  algorithm is the best example of 
avoidance [4]. Like all avoidance algorithms, it must be 
provided with information about future resource re- 
quirements for each process. In Habermann's  algorithm, 
this knowledge is in the form of an upper bound on the 
quantity of each resource group that is more than will 
ever be used by each process. A state is safe if there is a 
process which can be run to completion using only the 
unallocated resources plus those already allocated to it, 
such that the state thus obtained is (recursively) safe. 
The resource allocator avoids deadlocks by testing each 
possible allocation and making only those which lead to 
safe states. 

Avoidance does not need preemption, but does re- 
quire knowledge of  the future. It will use resources in- 
efficiently if the upper bounds are too liberal. Thus the 
need for good upper bounds is a technical difficulty with 
the avoidance approach. 

A second difficulty arises if the system is heavily 
loaded and thus is running with most of its resources 
allocated. In this case the allocator will see relatively 
few safe allocations among the outstanding requests, so 
many processes will be blocked for long periods while 
holding valuable resources. This and similar situations 
have been described by Habermann [5] and by Holt  [6]. 

Prevention 
Prevention is the process of structuring the system 

so that deadlocking requests will never occur. It differs 
from avoidance in that no run-time testing of potential 
allocations need be performed. As pointed out in [1], a 
necessary condition for the existence of a deadlock is 
that there is a circular chain of processes, each of which 
holds exclusive and non-preemptable control of some 
resource and each of which is requesting the resource 
held by the next process in the circular chain. This situa- 
tion can be prevented in several ways as described by 
Havender [7] and Howard [8], including preemption, 
requesting all resources at once, and resource ordering. 

Preemption can be used to prevent deadlock as fol- 
lows. Whenever a process's request for some resource 
cannot be satisfied immediately, other resources held 
by the process are preempted. A typical example is the 
use of main memory. If  a process requests more memory 
than is available, then it is completely swapped out. In 
other words, the memory already owned by the process 
is preempted. The process is not swapped back in until 
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the entire larger quantity of  memory is available. In con- 
trast to the use of preemption in detection schemes, this 
technique errs by preempting more often than is really 
necessary. 

Requesting all resources at once is a simple and 
effective way of preventing deadlocks, but has the ob- 
vious difficulty that processes may hold resources for 
extended periods during which they are not needed. 
This technique works well for processes such as input /  
output drivers which perform a single burst of activity, 
but it fails for processes such as user jobs with fluctuat- 
ing requirements. 

Resource Ordering. Resource ordering is a more 
sophisticated form of prevention, and is of special in- 
terest because it provides the framework for the mixed 
methods to be described later. In a resource-ordered sys- 
tem, the many kinds of resources, both reusable and con- 
sumable, are grouped into ordered classes C 1 , . . . ,  Ck • 

If  a process holds a resource of class Cj then it may re- 
quest a resource of class Ci only if i > j .  Adherence to 
the ordering rule prevents deadlocks by making circular 
chains of blockages impossible. A major advantage of  
resource ordering is that it can be enforced by a com- 
pile-time check, a virtue touched upon by Hoare [9]. 

The difficulty with resource ordering is that it re- 
stricts the allowable sequences of requests by processes. 
If  it is applied to user jobs, then there must be a checking 
and enforcement mechanism, and the users must be 
educated as to the order. The lack of flexibility in re- 
quest sequences can lead to a process requesting and 
holding a resource unnecessarily early. A specially 
severe example of this is main memory, for which there 
is a fluctuating need. The resource ordering rule disal- 
lows requests for extension of the quantity of such a re- 
source. Thus the maximum quantity ever to be needed 
must be requested and held from the beginning. 

On the positive side, resource ordering and the other 
prevention techniques solve the deadlock problem com- 
pletely in the system design and do not need runtime 
computation. This not only eliminates overhead but also 
makes the use of priority or other scheduling much 
easier. If  first-in-first-out queuing is used, then resource 
ordering solves not only the deadlock problem but 
also the permanent blockage problem since every request 
can be satisfied after a delay bounded by the finite 
amount  of  work preceding the request in the queue. 
(This presumes that the first request in the queue is the 
first to be satisfied, even if the queue contains a smaller 
request for which resources are available.) 

Combined Approach 

Hierarchical Structure 
Many well-designed operating systems have a hier- 

archical structure [10], that is, a series of layers of  soft- 
ware each of  which modifies and extends the capabilities 
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provided by the underlying layer. A "primitive oper- 
ation" of a higher layer is implemented by creation of 
a process in a lower layer, which performs the neces- 
sary actions and returns some result. 

In general the higher-level process must wait for a 
message signaling completion. This affects the deadlock 
mechanism since the message must be treated as a re- 
source. In the case of resource ordering, the effect is 
that the higher-level process must not hold any resources 
needed by the lower-level processes it invokes. This con- 
straint provides a "natural"  ordering of resources in a 
hierarchical system. Resources used at the lower levels 
must appear later in the ordering. 

Mixtures 

Whether or not a system has an explicit hierarchical 
structure, it should be possible to divide resources into 
classes along hierarchical lines so that a natural ordering 

between classes exists. Any such division can be used as 
the basis for a mixed solution for the deadlock problem. 
Resource ordering is applied to the classes. Within each 
class the most appropriate technique can be used, con- 
sidering only the resources in that class. 

Such a mixed system will not get into a deadlock for 
the following reason. Consider a hypothetical deadlock. 
It cannot involve resources in more than one class, be- 
cause if so some process in the circular chain of dead- 
locked processes is violating the class ordering rule. But 
it cannot invoice resources in a single class because the 
algorithm for that class has prevented or avoided such a 
deadlock. Hence the hypothetical deadlock cannot exist. 

Example. This example is an idealization of the sys- 
tem in use at the University of Texas [8] on a CDC 
6600. It contains resources in the following classes: (1) 
space in the swapping store; (2) assignable devices, such 
as tape drives, and other job resources, such as access to 
files within the file system; (3) central memory for user 
jobs; (4) internal resources, such as memory for system 
transient overlays, and channel and controller access. 

Note that the cpu is not considered to be a resource 
since it is preemptable via interrupts and thus can be 
shared by many processes. 

A typical mixed deadlock solution for such a system 
might order the above classes as shown, and apply the 
following individual approaches to the classes. 
1. Swapping  space. Probably the most practical method 
is preallocation of the maximum space needed by each 
process. Avoidance could also be used since it does not 
require preemption, which is impossible due to the lack 
of backup for the swapping store. 
2. Job resources. Avoidance is the most reasonable 
solution as it is usually possible to deduce a considerable 
amount  of knowledge of a job's  future from its control 
cards. If  this is impossible, then resource ordering can 
be used. Detection and preemption are undesirable due 
to the possibility of partially-rewritten files. 

3. Central memory .  Prevention using preemption is the 
logical choice under the assumption that the system 
already contains swapping. A job is swapped out when- 
ever it requests more space than is available. Detection 
is also a possibility, but is undesirable since it ties up 
memory with blocked jobs. 
4. Internal  sys tem resources. Prevention, usually in the 
form of resource ordering, is the best choice. Transac- 
tions occur so frequently that overhead in the allocator 
itself must be minimized. Prevention does so by requir- 
ing no run-time choices among pending requests. It also 
allows the use of appropriately chosen service disci- 
plines without the necessity of explicitly dealing with 
deadlocks. A natural ordering is usually present due to 
the hierarchical nature of internal system structure. 

Conclusion 

Various deadlock solutions may be mixed within the 
framework of resource ordering, which corresponds 
closely to the structures already present in hierarchical 
operating systems. Although no one approach is useful 
in all applications, mixtures should be able to handle 
the problems usually encountered in operating systems. 
The practical advantages of mixed methods will almost 
certainly outweigh the theoretical desirability of using a 
single method throughout.  
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